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OVERVIEW OF REASON FOR HOW-TO-GUIDE

A need arose for a back-up strategy for both Windows 2008 R2 servers and ESXi standalone servers in
a corporate environment where data could be backed up to externally available devices and then for
security removed from server location. The amount of data involved was in the TB range and USB2.0 /
1.1 does not offer the speed required for the time window involved. Unfortunately HP servers even in
the latest ‘7th Generation’ still doesn’t offer native onboard Superspeed USB 3.0 chipsets and ports.

The decision was taken to purchase a peripheral card and several dual bay external enclosures. There
were 3 requirements that needed to be fulfilled;

1. They must support native 3TB or larger (when available) hard disk drives. This can be both a
limitation of the chipset utilized on the peripheral card or can be a limitation of some external
hard drive enclosures. Several enclosures were tried until one was found to fully support 3TB
drives and had native Superspeed cabling on the back. The dual case found by HornetTek (X2-
RACK, HD-3211-URC), which also had an eSata connector, but this is not utilized in this
scenario.

2. There must be Windows 2008 / 2008 R2 drivers that supported the card and it work as pass-
thru with VMware ESXi 5.0.

3. Itshould be a minimum 2-port card that has the ability to maximize the throughput per port in
the event (once prices come down) of utilizing larger SSD drives to burst the backups and
allow growth in the amount of data backed up or a decrease in the backup window required.

Consideration was given due to this ‘performance’, a card should be found that didn’t aggregate
the USB 3.0 bandwidth across all ports (ie in a pseudo hub layout) that often supports fast
speeds (if operating system cache is available), but are easily saturated if multiple devices are
used. This is somewhat negated by utilization within a server environment where often the
minimum ram available to the OS for caching is 16GB... However even this is quickly saturated
if I/0 transfer writes cannot be sustained as a reasonable speed.

Although the Western Digital Green drives WD30EZRX support a 6Gb/sec transfer, this is only
from buffer to host and not host to/ from drive which is rated on Western Digitals website as a
theoretical maximum of 123MB/sec
(http://www.wdc.com/wdproducts/library/SpecSheet/ENG/2879-701229.pdf).

A 2 or 4 port would be used using 4 or 8 Western Digitals potentially requiring 4 or 8 devices
being accessed simultaneously. All things being equal maximum ‘advertised’ rates don’t often
occur and an expected 15%-20% loss of bandwidth due to other considerations left the need to
find a card that had to support 400-800GB a second sustained transfers.

Whilst 400-800GB seems high, the sustainable throughput of the HP P410i RAID controller on
most of the DL380s offers a sustained throughput of 800-1400MB/sec depending on RAID
configuration and cache size available, so something ‘special’ was needed on the USB card to be
able to keep up with the reads from the onboard SAS arrays.

After looking at the available cards, only one card stood out that could achieve point (2) and
point (3). This card would need to be tested to ensure it met point (1) and so a Highpoint
RocketU 1144A was purchased. This card claimed to support a 5Gb/sec throughput per port
providing a 20Gb/sec backbone on the card due to multiple controllers, and this provided hope
that this would grow to the 300-500MB/sec transfers per device once all connected devices
became SSDs hence providing some kind of future proofing.



TECHNICAL SPECIFICATION USED IN THIS HOW-TO-GUIDE

HIGHPOINT CARD - ROCKETU 1144A
Driver revision used (Windows 2008 R2) - off website ASM104xW1144WHQL.zip from
http://www.highpoint-tech.com/USA_new/RU1144A_download.htm

WINDOWS 2008 R2

Installed using Windows 2008 R2 x64 Standard

Assisted installation using HP SmartStart CD v8.70 (latest SoftPAQ and other specific HP drivers were
install as part of the process).

No windows updates were downloaded and installed

The driver for the Highpoint USB3 Superspeed card was installed manually, updating each unknown
device individually to ensure correct operation and only driver files were installed

VMWARE ESXi 5.0

ESXi used was HP Specific with HP CIM features slipstreamed into the ISO
5.0_0ct_2011_ESXi_HD-USB-SDImgelnstlr_Z7550-00253.iso0

Installed onto internal 4GB Lexar USB Pen drive

HEWLETT PACKARD DL380 G7

This was the HP DL380 G7 Performance Model (633404-621)

Dual Socket Xeon® CPU X5690 @ 3.47Ghz 6-core Hyperthreading enabled

8 x 146GB SAS 10,000rpm drives configured in a single RAID5 array (no spare)

28GB of ram (6 x 2GBs, 2 x 8GBs) configured as per HP RAM utility guidance for virtualization
Bios was updated from stock P67 (01/30/2011) to P67 (05/05/2011)

ILO3 Bios was updated from stock 1.20 (May 2011) to 1.26 (21st August 2011)

USB DEVICES CONNECTED

Used under Windows 2008 R2 & VMware ESXi 5.0

Port 1 - no device can be detected or used

Port 2 - Dual bay USB3 enclosure, HornetTek X2-RACK using 2 x WD30EZRX 3TB SATA III hard drives
Port 3 - no device can be detected or used

Port 4 - Dual bay USB3 enclosure, HornetTek X2-RACK using 2 x WD30EZRX 3TB SATA III hard drives

VIRTUAL MACHINE USED

The VM used for testing was a virtual machine built from Windows 7 x64 Ultimate. This was
configured with 1 x CPU, 2GB ram and had both devices (PCI) connected to it. The production
environment will have individual vims assigned to specific ports using Windows 2008 R2.




PHYSICAL CARD INSTALLATION IN HP DL380 G7

One thing that should be pointed out is that the Highpoint RocketU 1144A card is NOT 100%
COMPATIBLE with the HP DL380 G7. Initially when the card was installed it showed a ‘Base System
Peripheral’ and 4x ‘Unknown PCI Device’ listings in the PCI IRQ settings screen.

ROM-Based Setup Utility, Version 3.68

Copyright 1982, 20811 Hewlett-Packard Developnent Company, L.P.

PCI Enbedded SB 1.1 Controller 4 IRQ: 7
PCI Enbedded 2.8 Control ler IRQ: S
PCI Enbedded  Intel(R) SATA Controller #1 IRQ: 11
PCI Enbedded  ATI ES16888 Video Controller IRQ: 7
PCI Enbedded ~ HP Integrated Lights-Out 3 Controller IRQ: 18
PCI Enbedded  HP Integrated Lights-Out 3 Processor IRQ: 11
PCI Enbedded  HP Integrated Lights-Out 3 UHCI Virtual Media IRQ: 11

PCI Enbedded HP NC382i PCle DP Multifunction 1Cb Adapter Port 1 IRQ: 18
PCI Embedded ~ HP NC382i PCle DP Multifunction 1Gb Adapter Port 2 IRQ: 11
PCI Embedded  HP NC382i PCle DP Multifunction 1Cb Adapter Port 3 IRQ: 7
PCI Enbedded HP NC382i PCle DP Multifunction 1Gb Adapter Port 4 IRQ: S
IPCI Enbedded HP Smart Array P418i Controller IRQ: 18
0 Base Syste ipheral 1RO: 11
PCI Slot 3 Unknoun PCI Device IRQ: 11

PCI Slot 3 Unknoun PCI Device IRQ: 11
P Unknown PCI Device
Unknown PCI Device

Once only configuration, never to be seen again ever!!! no matter what is enabled/disabled

After the initial reboot once the card was inserted it was no longer listed as above, but had 1, 2 or
sometimes 3 ‘Unknown PCI Device’ lines in the Bios. This relates directly to the number of ports
functional on the card once the HP server is booted. After spending almost a week attempting to
disable Serial, USB, SATA Controller, NICs etc it became clear that no amount of disabling embedded
devices to release IRQs allowed the card to fully work.

The DL380 G7 has 3 types of PCI-e riser card (a double full width and a triple full width and a double
half width riser card). This means that the card can only be inserted into PCI Slot 1, 2 or 3. Having only
the dual full width riser card, the card has only been tried in PCI Slot 2 and 3. The most consistent
configuration after power offs / resets / restarts etc appear to be having the card in PCI Slot 3. It is
clear however that disabling half of the onboard PCI Embedded devices doesn’t enhance the
functionality of the card, as it appears the issue is with IRQ Sharing with the ILO3 Devices, ‘HP
Integrated Lights-Out 3 Processor’ and ‘HP Integrated Lights-Out 3 UHCI Virtual Media’. This
issue cannot be resolved as these two devices insist on using the same IRQ as any PCI card in either
Slot 2 or Slot 3 and ILO3 cannot be disabled.

The most consistent configuration has been to perform a full reset and allow all devices to be enabled
and have effectively HALF a functional card. This appears to relate to the EVEN ports 2 and 4 (or 1 and
3 if starting from 0 ©, basically the 2nd / 4th ports from the motherboard side of the card) and is how
the configuration is described throughout the rest of this document.

ROM-Based Setup Utility, Version 3.88
, 2811 Hewlett-Packard Development Company, L.P.

PCI Embedded

(R) SATA Controller #1

ATI ES1888 Video Controller
Integrated Lights-Out 3 Controller
Integrated Lights-Out 3 Processor
Integrated Lights-Out 3 UHCI Virtual Media
NC382i PCle DP Multifunction 1Gb Adapter
NC382i PCle DP Multifunction 1Gb Adapter

Port
Port
Port
Port

EREERYYESREEESYEY Y

Most consistent repeatable configuration (2 functional ports only)



WINDOWS 2008 R2 INSTALLATION

1. Build Windows 2008 R2 using HP SmartStart (do an assisted installation) and once everything
is installed proceed with the next steps.

About Windows 11K x|
| A&', Windows Server 2008 >
| Standard

Microsoft Windows Server

Version 6. 1 (Build 7600)

Copyright © 2009 Microsoft Corporation. All rights reserved.

The Windows Server 2008 R2 Standard operating system and its user
interface are protected by trademark and other pending or existing
intellectual property rights in the United States and other countries.

This product is licensed under the Microsoft Software License
Terms to:

2. Device manager will show the Highpoint card, as a Base System Device and 4 x USB Controllers

ERF=NBLITZSPEAR
M Computer
¢ Disk drives
&, Display adapters
L2 DVD/CD-ROM drives
Human Interface Devices
¢ IDE ATA/ATAPI controllers
22 Keyboards
B Mice and other pointing devices
& Monitors
&¥ Network adapters
. er devices
- [y Base System Device
|y Universal Serial Bus (USB) Controller
-l Universal Serial Bus (USB) Controller

< Storage controllers

78 System devices

@ {8 System management

@ Universal Serial Bus controllers

3. Downloaded the Highpoint drivers from their website

4. Extracted driver zip into C:\ASM104xV1144WHQL



5.

Install each device individually, by right-clicking each ‘Universal Serial Bus (USB) Controller’
show under ‘Other Devices’ and select ‘Update Driver Software’

= :@ Other devices
|/ Base System Device

un o R —
: _.ﬁ) Universal Seq Udatc Drlx.\r Software...
7§ Ports (COMaLp  Disable
Processors Uninstall

[+

E < Storage controlle S T Rt
[+ /M System devices :

# M System manager  Properties
+ 6 Universal Serial Bus controllers

Select ‘Browse my computer for driver software’

¥ Update Driver Software - Universal Serial Bus (USB) Controller X|

O _| Update Driver Software - Universal Serial Bus (USB) Controller

How do you want to search for driver software?

<» Search automatically for updated driver software

Windows will search your computer and the Internet for the latest driver software for your
device, unless you've disabled this feature in your device installation settings.

<» Browse my computer for driver software I%
Locate and install driver software manually.

_Concel |

Browse to the path required for the driver
‘C:\ASM104xV1144WHQL\ASM104xV1144WHQL\Driver‘ and click ‘Next’

W update Driver Software - ASMedia XHCI Controller ll

O _ Update Driver Software - ASMedia XHCI Controller

Windows has successfully updated your driver software

Windows has finished installing the driver software for this device:

ASMedia XHCI Controller




You will see a ‘ASMedia XHCI Controller’ will be installed, but you will also see that a failed
device was not able to install a driver. As you enable the ‘ASMedia XHCI Controller’ it shows it
has a dependent device.

=1 3 Other devices
i) Base System Device
5 Universal Senal Bus (USB) Controller

+ "% Ports (COM &19T)
. D Processors

+ 43 Storage controllers

+ 1M System devices

+ M System management

- Universal Serial Bus controllers

P Intel(R) TCH10 Family USE anced Host Controller - 3A3A

This ‘Unknown device’ is the USB Hub device that is associated with each port. Repeat the
above prove of right-clicking the ‘Unknown device’ and point it back to the same folder
location.

@ update Driver Software - USB Root Hub |

(_) _ Update Driver Software - USB Root Hub

Windows has successfully updated your driver software

Windows has finished installing the dniver sefbware for this device:

USB Root Hub

You will now have a ‘USB Root Hub’ device, simply right-click on the remaining ‘Universal
Serial Bus (USB) Controller’ and select ‘Scan for hardware changes’, the required drivers
will be installed. Many drivers will be shown as installing; once the process finishes you will
still be left with a ‘Base System Device’ in ‘Other devices’. There is no driver available to
resolve this, however it should not impact the overall card working.

Whilst there are several ways to install these drivers (you could have clicked on the Setup.exe
before installing the hardware), [ wanted to show the process fully as a manual installation and
to ensure no unneeded files were installed on the server that were not required.



8. Finished !

g BLITZSPEAR
+-yM& Computer
El---,._j, Disk drives
s HP LOGICAL YOLUME SCSI Disk Device
—a HPF LOGICAL YOLUME 5CSI Disk Device

4 USB external disk
WDC WD30 EZRX-00MMMBQ 1JSB Device )
WDC WD30 EZRX-00MMMED USE Device drives now shown on

WDC WD30 EZRX-00MMMB0 USE Device [ ports 2 & 4 {‘[WD dual
WDC WD30 EZRX-00MMMB0 USE Devi .
- bays). Lexar is an

la Isplay adapters

Ly DVD/CD-ROM drives internal USB pen
-2 Human Interface Devices
[ IDE ATA/ATAPI controllers
#-&= Keyboards
ﬂ Mice and other pointing devices
- | Monitors
I§ Metwark adapters

4]

+

This device cannot find a

driver from the zip download.
It doesn't appear to impact the
card working so leave alone

..
-M System devices
;-;J Systern management

-

Intel(R) ICH10 Farily USE Universal Host Controller - 3434
Intel(R) ICH10 FamilWJSE Universal Host Controller - 3435
Intel(R) ICH10 Family M5B Universal Host Controller - 3A36
Intel(R) ICH10 Family USE Universal Host Contraller - 3439
Standard Universal PCI to M5B Host Controller

USE Composite Device
UISE Mass Storage Device
LSE Mass Storage Device
USE Mass Storage Device

One XHCI controller and
one USB Root Hub per port
P — is added. DL380 already has
USE Root Hub 6 USB2 hubs and this is why

USE Root Hub 8 USB Root Hubs are shown
USE Root Hub

USE Root Hub
USE Root Hub

Congratulations the Highpoint RocketU 1144A card is now fully installed and configured



VMWARE ESXi v5.0 PASS-THRU CONFIGURATION

1. Install VMware ESXi v5.0 using the specific HP version of the ISO. Installing onto the Internal
Lexar 4GB USB Pen. Ensure that the boot priority is set to ‘Internal DriveKeys First’

2. Loginto VMware ESXi with the client software. Select ‘Configuration’ and then ‘Advanced
Settings’ and then click ‘Configure Passthrough...’

File Edit View Inventory Administration Plug-ins Help

E B E} Home b gF Inventory I ﬁ Inventory

& &
[ [192.168.1.6 blitzspear.virtual.internal ¥Mware ESXi, 5.0.0, 474610
Getting Started 'm ‘irkual Machines | Resource Allocation mm I"Events | Permissions
Hardware DirectPath I/0 Configuration 1

izt hardware without special virtualization Features For virtual machine passthrough wil

‘Warning: Configuring
WS RS A i or use except via dedicating it to a single wirtual maching. In particular, configuring a device

Processors
Memary
Storage

Metwarking

Storage Adapters /

Metwork Adapters [L] ro
—

Power Management 2

abled For passthrough

| Software |
r

3. Mark only the two devices circled

Mark devices for passthrough: Hide Deta

O&E 00:1d.0 | Inkel Corporation 8280111 (ICHLO Farily) USE UHCT Controller #1
Dlﬂ 00:1d.1 | Inkel Corporation 280111 (ICH10 Family) USE UHCT Caontroller #2
Dlﬂ 00:1d.2 | Inkel Corporation 828011 (ICH10 Family) USE UHCI Controller #3
Dlﬂ 00:1d.3 | Intel Corporation 280111 (ICH10 Family) USE UHCT Controller #6
Dlﬂ 00:1d.7 | Inkel Corporation 528011 (ICH10 Family) USE2 EHCI Controller #1
Dlﬂ 00:1f.2 | Intel Corporation ICH10 4 port SATA IDE Controller [wmhba0]
—-[JIE 00:1e.0 Intel Corporation §2601 PCI Bridge
O o1:03.0 | ATI Technologies Inc ES1000
= D[E 00:1c.4 | Intel Corporation 8280131 (ICHL0 Familv) PCI Express Root Paork 5
Dlﬂ 02:00.0 | Hewlett-Packard Company iLO3 Slave instrumentation & Svsken support
Dlﬂ 02:00.2 | Hewlett-Packard Company iLO3 Management Processor Support and Messaging
Dlﬂ 02:00.4 | Hewlett-Packard Company Proliant iLO2fiLOS virkual USE controller
=[]l 00:1c.0 | Intel Corporation 828011 {ICH10 Family) PCI Express Root Port 1
Dlﬂ 03:00.0 | Broadcom Corpaoration Broadcom Met¥treme I1 BCMS709 1000Base-T [vrmnicO]
Dlﬂ 03:00.1 | Broadcom Corporation Broadcom MNekxtreme II BCMS709 1000Base-T
= D[E 00:1c.2 | Intel Corporation 8280131 {ICH10 Familv) PCI Express Root Port 3
Dlﬂ 04:00.0 | Eroadcom Corporation Eroadcom MNekXtreme II BCMS709 1000Base-T
Dlﬂ 04:00.1 | Broadcom Corporation Broadcom MekXtreme II BCMS709 1000Base-T
= D[ﬁ 00:01.0 | Inkel Corporation 5520/S500/%58 IfO Hub PCI Express Root Port 1
O 0s:00.0 | Hewlett-Packard Company Smart Array P410i [vmhbal]
= D[E 00:07.0 | Inkel Corporation S520/5500/%58 IfO Hub PCI Express Rook Port 7
Dlﬂ 0e:00.1 | PLY Technology, Inc, PEX 8609 3-lane, S-Port PCI Express Gen 2 (5.0 GT/s) Switch with DMA
= D[E 0e:00.0 | PLY Technology, Inc, PERX 8609 8-lane, S-Port PCI Express Gen 2 {5.0 GT/s) Switch with DMA

3 13:00.0 | Unknown USE (Universal Serial Bus)

' 'f This device has a dependent device, The dependent device will also be marked as passthrough enabled automaticalky!
L
[6]:4

As each is ‘ticked’ the dependent device warning above is shown, in both instances just click
‘OK’ to continue



4. You will now be presented with two devices in the Pass Through window but they will not
function yet. Reboot the ESXi host

DirectPath I/0 Configuration

Warning: Configuring host hardware withaut special virtualization Features For virkual machine passthrough wil

22 make it unavailable for use except via dedicating it ko a single virtual machine. In particular, configuring a device
needed For normal host book or operation can make normal host boot impossible and may require significant effort
to undo. See the online help For more information,

Each listed device is available for direct access by the wirtual machines on this host,
& Changes made to some of the devices below will not take effect until the host is restarted.

Hide Details  Refresh  Edit...

l@ 10:00.0 | Unknown USE (Universal Serial Bus)
l@ 13:00.0 | Unknown USE (Universal Serial Bus)

5. You should after the reboot see two ‘green’ unknown devices ©

DirectPath I/0 Configuration

W arning: Configuring host hardware without special wirkualization features For virtual machine passthrough will

22 make it unavailable For use except via dedicating it bo a single virtual machine, In particular, configuring a device
needed For normal host book or operation can make normal host boot impossible and may require significant effort
to undo. See the online help for more infarmation.

Each listed device is available For direct access by the virkual machines on this host,

Hide Details  Refresh  Edit...

10:00.0 | Unknown USE (Universal Serial Bus)
13:00.0 | Unknown USE {Universal Serial Bus)

3
2

6. Create a new virtual machine and before finishing the creation wizard tick ‘Edit the virtual
machine settings before completion’ and click ‘Continue’

(% Create New: Virtual Machine Q@@

Ready to Complete Wirtual Machine Yersion: &
Click Finish to start a task that will create the new virkual machine

Configuration Settings For the new virtual maching:
Mame and Location "
- Mame: vmblitzspear
Ora0e i .
Guest Operating System HostiCluster: blitzspear virtual internal
Mebwork Datastore: datastore
Create a Disk Guest 05! Microsoft Windows 7 (64-hit)
Ready to Complete MICs! 1
MIC 1 Metwork: WM Metwork
NIC 1 Type: E1000
Disk provisioning: Thick Provision Lazy Zeroed
Wirtual Disk Size: 32GE

( v l\i‘.t..t.h?:. irbual maching settings hefore completion:

/. Creation of the virtual maching (M) does not include automatic installation of the guest operating
system, Install a guest ©5 on the ¥M after creating the VM,

Help = Badl Cancel

Z |




Add new hardware and select ‘PCI Device’ and select one of the ‘Unknown Unknown’ devices
and click ‘Next >’, then repeat the process for the other one

Z) B)
Choose PCI Device
which of the present PCIPCIe devices would you like to add?

Device Type Connection

Select PCI/PCIe Device
Specify the physical PCIJPCIe Device ta connect ko:

|ID:DD.D | Unknown Unknown j

Mote: The presence of a PCIJPCIe device passthraugh will

Ay prevent the use of many commands on the virtual machine,
It will not be able to be suspended, ko have snapshats taken
o restored, or ko participate in wMotion.

Adding a PCI Passthrough device ta this WM will automaticalky
s et its minimum memory reseryation equal ko its memary size.

Help | = Back | Mext = I Cancel |

You should now have a virtual machine with two new PCI Devices. Continue the installation,
start the virtual machine and install Windows 7 x64

Conneckion
I Show All Devices add... Rermove

Specify the physical PCIfPCIe Device to connect ta:

Hardware Surnmary

Wl Memory (adding) 2048 MB | J
Id CPUs (adding) 1

l;l Video card (adding) ¥ideo card Note: the presence of a PCIJPCIe device passthraugh
& ¥MCI device (adding) Restricted A wil p;evenﬁ many commands on the wrtuapl' machine.gIt
% MNew CD,/DY¥D (adding) Client Device will not be able to be suspended, to have snapshots
é New Floppy (adding) Client Device taken or restored, or ko participate in vMotion,

0 New SCSI Controller {add... LSI Logic SAS

B New NIC (adding) ¥M Network

&= New Hard Disk {adding) Virtual Disk

@ Mew PCI Device {adding) Unknown Unknown ...

@ Mew PCI Device (adding) Unknown Unknown ...

Once you have a fully installed Windows 7 machine, log in and follow steps 2, 3,4, 5, 6 and 7
from the Windows 2008 R2 installation section and you should end up with 2 x dual bay
devices showing 4 x 3TB drives connected to your virtual machine

Congratulations you now have a virtual machine passed through hardware USB 3 device !



